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Abstract

The method of automatic detection of javascript sniffers in the code of online stores is considered.
As well as its software implementation, which allows you to detect embedded javascript code
with a high probability, notify the resource administrator and the user who is on the payment
page, thereby protecting the online store from reputational threat.
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AHHOTAIINA

PaccMoTpeH MeTOj aBTOMAaTHUECKOro OOHapyxeHus javascript-cauddepoB B koje MHTEpHET-
MarasuHoOB, a TaKXe€ €ero MporpaMMHas pealn3anus, KOTOpas TII03BOJIIET C BBICOKOM
BEPOSTHOCTBIO OOHAPYXKMBATh BCTPOEHHBIM javasCript-koma, yBEIOMIISATH aJIMHHHCTPATOPa
pecypca u MoJIb30BaTeNsI, HAXOASAIIETOCS Ha CTPAHUIIE OIJIaThl, TEM CaMBIM 3aIllUIas UHTEPHET-
MarasuH OT PEIyTaIllMOHHBIX YTPO3.

KaroueBble cioBa: javascript-cauddep, 3amura vHTEpHET-Mara3yuHa, mporpaMmma oOHapyKeHHs
javascript-cauddepa.

Jasi umrupoBanusi: I'onuapenko 10.10., lesunpina C.H., [llanoBanos I1.A. ABTroMaTuyeckoe

obHapyxenue javascript-cauddepos // Hayunsiit pesynabrar. MHQOpMamoHHbIE TEXHOIOTHH. —
T.6, Ne2, 2021. — C. 18-24. DOI: 10.18413/2518-1092-2021-6-2-0-3

INTRODUCTION

Online stores are a dynamically evolving online commerce tool. According to forecasts of the
Russian research agency Data Insight [Data Insight, 2021], the annual volume of revenue from Internet
commerce by 2023 will more than double and will amount to 2.4 trillion. rubles.

The convenience of purchasing goods on the Internet has a downside: buyers who use bank cards
to pay online face a variety of cyber threats, one of which is JavaScript sniffers [Technology and Media,
2021; Central Bank of the Russian Federation, 2018; Group-IB, 2021].

Sniffer is a type of malicious code injected by cybercriminals into a victim's website script to
intercept user-entered data: bank card numbers, names, addresses, logins, passwords, and so on. When a
site is infected, all parties are involved in the chain of victims - end users, payment systems, banks and
large companies that sell their goods and services via the Internet.
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Having analyzed the existing methods for detecting vulnerabilities in web ap-plications, as well as
attack methods [Lukatsky A., 2008; Mark Dowd, John McDonald and Justin Schuh, 2007], a new method
for detecting JavaScript sniffers is proposed.

MAIN PART

Analysis of the javascript sniffer detection technique

The technique of automatic detection of javascript sniffers consists in comparing the states of the
same page at different intervals according to a certain algorithm. At the initial stage, it is assumed that the
web application is "clean”, that is, it is not infected with javascript sniffer and other malicious code. The
detection system saves a perfect "snapshot"” of the page that needs to be monitored for in-fection and puts
it in a store of the original state.

An impression represents the following states:

- DOM-tree of the document;

- the counted number of internal and external url-links;

- the weight of each link that has the extension js, gif, png, jpg.

At the necessary time intervals, the system accesses the url page, which is reg-istered, makes its
"impression™ and compares the current "impression™ with the original one. Figure 1 shows the main nodes
of the warning system and the inter-action between them.

In case of detection of differences in the states of "snaps" - the notification system about the threat
of infection of the url-page being monitored is triggered. A notification about this fact is sent to the
resource administrator, and also, if the client of interaction with the browser is connected, to the user's
browser window, which is located on the monitored page.

Software implementation of a javascript sniffer detection system

The javascript sniffer detection system consists of the following nodes:

- web-based management interface;

- parsing module;

- module for processing and saving results;

- module for comparison and decision making;

- threat notification module;

- repositories of the initial and current state.

To implement the detection system, the author has chosen the php programming language.
Intermediate data will be stored in text files. The advantage of this configuration is that it is cross-
platform and easy to deploy.

The web interface is implemented on the bootstrap 4 framework. It consists of two sections -
snapshot and monitoring. The monitoring section has an advanced and simple interface. Advanced - for
system testing and detailed study of detect-ed threats. Simple interface - combined with the notification
module i.e. when accessing the simple interface, information about the presence or absence of a threat is
returned without the details that are present in the extended interface.
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A test page with a form of payment is used to test the scenario of work (see Fig. 2).

Fig. 1. Nodes of the sniffer notification system

Parsing module
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protecter.local/checkout.php

United States s California :

Shipping address is the same as my billing address
Save this information for next time

Payment

© Credit card
Debit card
PayPal

Name on card Credit card number

Full name as displayed on card

Expiration cvw

Continue to checkout

Fig. 2. Test page with payment form

The formed "snapshot” of this page allowed adding it to monitoring (see Fig. 3).

http://protecter.local/checkout.php

¢ http wnu https

Save

Fig. 3. Procedure for adding a page to monitoring

The monitoring page is a screen divided into two parts (see Fig. 4). On the left, the initial state is
displayed, and on the right, the current state. Until threats are detected, the system is in equilibrium.
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Fig. 4. Advanced interface of the monitoring results page

If you put arbitrary javascript code into a page with a form, a corresponding warning will be
displayed in the advanced interface of the detection system (see Fig. 5).

New code found

Difference values page Rendered |

Diff execution time: 0.001 sec <IDOCTYEE 1
Diff execution + rendering time: 0.002 sec <haad>

"From"™ size: Z102& bytes to—fit=no™

"Po" size: 21114 bytes hraf="fawi¢

Diff opeodes size: 127 bytes (0.6 & of "Ta") hraf="htep

Diff opcodes { =copy, =delete, =insert, =replace) : hraf="http:

<nav class:

c20585d22i110:</script> <script> jQuery(document) .ready( function() { alert("alarm!'}; }}; </script> cls clagg="navt

neight="30"

data-targel

w:spa"l claiJ

Fig. 5. Notification in the extended interface

And in the browser, the user who is on the page with the payment form will receive a notification
about the threat (see Fig. 6).
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protecterlocal/checkout

OBHAPYXEHA YTPO3A!

THREAT DETECTED

Fig. 6. Notification of a threat in the user's browser

If an attacker tries to place malicious code not directly on the page, but through a file already
connected to this page, the system will also notify about this, since the file size will change.

CONCLUSIONS

Thus, using the proposed method for comparing the initial and current state, it is possible to detect
the embedded sniffers code with 100% probability, since any change in the code or size of an external
file, even by 1 byte, triggers the notification system.

The developed program for detecting changes in the source code can be used:

- to warn about the injection of malicious code into a web application;

- in analytical systems, where it is necessary to track changes in the current state from the initial
one;

- an additional module for existing WAFs;

- to compare two texts and find differences.
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