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Ⱥɧɧɨɬɚɰɢɹ  
ɂɫɫɥɟɞɨɜɚɧɢɟ ɩɨɫɜɹɳɟɧɨ ɩɪɨɛɥɟɦɟ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ ɫɢɫɬɟɦɵ 
ɞɢɫɬɚɧɰɢɨɧɧɨɝɨ ɨɛɪɚɡɨɜɚɧɢɹ ɜɭɡɚ. ȼɵɞɟɥɟɧɵ ɮɭɧɤɰɢɢ, ɡɚɞɚɱɢ, ɫɭɛɴɟɤɬɵ ɢ ɷɥɟɦɟɧɬɵ 
ɫɢɫɬɟɦɵ ɞɢɫɬɚɧɰɢɨɧɧɨɝɨ ɨɛɪɚɡɨɜɚɧɢɹ. Ɉɩɪɟɞɟɥɟɧɵ ɰɟɧɧɵɟ ɚɤɬɢɜɵ ɢ ɢɧɮɨɪɦɚɰɢɨɧɧɵɟ 
ɪɟɫɭɪɫɵ. Ɉɩɢɫɚɧ ɬɟɯɧɨɥɨɝɢɱɟɫɤɢɣ ɩɪɨɰɟɫɫ ɨɛɪɚɛɨɬɤɢ ɢɧɮɨɪɦɚɰɢɢ ɜ ɫɢɫɬɟɦɟ 
ɞɢɫɬɚɧɰɢɨɧɧɨɝɨ ɨɛɪɚɡɨɜɚɧɢɹ ɢ ɜɵɞɟɥɟɧɵ ɟɝɨ ɭɹɡɜɢɦɨɫɬɢ. ɋɨɫɬɚɜɥɟɧɚ ɦɨɞɟɥɶ ɭɝɪɨɡ ɢ 
ɜɵɞɟɥɟɧɵ ɨɫɧɨɜɧɵɟ ɧɚɩɪɚɜɥɟɧɢɹ ɨɛɟɫɩɟɱɟɧɢɹ ɛɟɡɨɩɚɫɧɨɫɬɢ ɫɢɫɬɟɦɵ ɞɢɫɬɚɧɰɢɨɧɧɨɝɨ 
ɨɛɪɚɡɨɜɚɧɢɹ. ɉɨɤɚɡɚɧɚ ɧɟɨɛɯɨɞɢɦɨɫɬɶ ɩɪɨɜɟɞɟɧɢɹ ɪɟɝɭɥɹɪɧɨɣ ɨɰɟɧɤɢ ɡɚɳɢɳɟɧɧɨɫɬɢ, ɤɚɤ 
ɫɪɟɞɫɬɜɚ ɤɨɧɬɪɨɥɹ ɷɮɮɟɤɬɢɜɧɨɫɬɢ ɫɢɫɬɟɦɵ ɡɚɳɢɬɵ. ɉɪɟɞɥɨɠɟɧ ɢ ɮɨɪɦɚɥɢɡɨɜɚɧ ɩɨɞɯɨɞ ɤ 
ɜɵɛɨɪɭ ɪɚɰɢɨɧɚɥɶɧɨɝɨ ɦɟɬɨɞɚ ɨɰɟɧɤɢ ɡɚɳɢɳɟɧɧɨɫɬɢ ɫɢɫɬɟɦɵ ɞɢɫɬɚɧɰɢɨɧɧɨɝɨ 
ɨɛɪɚɡɨɜɚɧɢɹ. ȼ ɫɨɨɬɜɟɬɫɬɜɢɢ ɫ ɪɚɡɪɚɛɨɬɚɧɧɵɦ ɩɨɞɯɨɞɨɦ ɩɪɨɜɟɞɟɧ ɫɪɚɜɧɢɬɟɥɶɧɵɣ ɚɧɚɥɢɡ 
ɦɟɬɨɞɨɜ ɨɰɟɧɤɢ ɡɚɳɢɳёɧɧɨɫɬɢ, ɩɨɤɚɡɚɜɲɢɣ, ɱɬɨ ɩɪɢ ɪɚɡɪɚɛɨɬɤɟ ɦɨɞɟɥɢ ɨɰɟɧɤɢ 
ɡɚɳɢɳɟɧɧɨɫɬɢ  ɋȾɈ ɜɭɡɚ ɧɚɢɛɨɥɟɟ ɪɚɰɢɨɧɚɥɶɧɵɦɢ ɹɜɥɹɸɬɫɹ ɦɟɬɨɞɵ ɤɨɥɢɱɟɫɬɜɟɧɧɨ-

ɤɚɱɟɫɬɜɟɧɧɨɣ ɨɰɟɧɤɢ ɡɚɳɢɳɟɧɧɨɫɬɢ ɩɨ ɭɪɨɜɧɹɦ ɢ ɤɜɚɥɢɦɟɬɪɢɱɟɫɤɢɦ ɲɤɚɥɚɦ.  

Ʉɥɸɱɟɜɵɟ ɫɥɨɜɚ: ɢɧɮɨɪɦɚɰɢɨɧɧɚɹ ɛɟɡɨɩɚɫɧɨɫɬɶ; ɭɝɪɨɡɚ; ɚɬɚɤɚ; ɢɧɮɨɪɦɚɰɢɨɧɧɚɹ ɫɢɫɬɟɦɚ; 
ɨɛɪɚɡɨɜɚɬɟɥɶɧɨɟ ɭɱɪɟɠɞɟɧɢɟ; ɦɨɞɟɥɶ ɭɝɪɨɡ. 
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Abstract 
Research is devoted to information security problem of distance education university system. The 

functions, tasks, subjects and elements have been determined in the system of distance education. 

The technological process of processing information in the system of distance education is 

described and are marked its vulnerability. The model of threats is made and identified basic 

directions of the security system of distance education. The need for regular assessment of the 

security as a means of monitoring the effectiveness of the protection system is shown.  The 

authors have proposed and formalized approach to the choice of rational method of distance 

education system security assessment. A comparative analysis of the vulnerability assessment 

methods showed that the development model of the university LMS security assessment is the 

most rational methods of quantitative and qualitative evaluation of security through the levels. 

Keywords: information security; threats; attacks; information system; educational institution; 

threat model. 
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ɂɇɎɈɊɆȺɐɂɈɇɇЫȿ ɌȿɏɇɈɅɈȽɂɂ 

INFORMATION TECHNOLOGIES  

Вɜɟɞɟɧɢɟ 

ȼ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ ɨɞɧɢɦ ɢɡ ɜɚɠɧɵɯ ɧɚɩɪɚɜɥɟɧɢɣ ɜ ɝɥɨɛɚɥɢɡɚɰɢɢ ɨɛɪɚɡɨɜɚɬɟɥɶɧɨɝɨ ɩɪɨɫɬɪɚɧɫɬɜɚ 
ɹɜɥɹɟɬɫɹ ɩɪɢɦɟɧɟɧɢɟ ɫɪɟɞɫɬɜ ɢ ɫɢɫɬɟɦ ɞɢɫɬɚɧɰɢɨɧɧɨɝɨ ɨɛɪɚɡɨɜɚɧɢɹ (ɋȾɈ), ɩɨɡɜɨɥɹɸɳɢɯ ɚɞɟɤɜɚɬɧɨ ɢ 
ɝɢɛɤɨ ɪɟɚɝɢɪɨɜɚɬɶ ɧɚ ɩɨɬɪɟɛɧɨɫɬɢ ɨɛɳɟɫɬɜɚ ɢ ɨɛɟɫɩɟɱɢɜɚɬɶ ɪɟɚɥɢɡɚɰɢɸ ɤɨɧɫɬɢɬɭɰɢɨɧɧɨɝɨ ɩɪɚɜɚ ɧɚ 
ɨɛɪɚɡɨɜɚɧɢɟ ɤɚɠɞɨɝɨ ɝɪɚɠɞɚɧɢɧɚ Д3Ж. Ʌɸɛɚɹ ɋȾɈ ɢɫɩɨɥɶɡɭɟɬ ɢɧɮɨɪɦɚɰɢɨɧɧɨ-ɤɨɦɦɭɧɢɤɚɰɢɨɧɧɵɟ 
ɬɟɯɧɨɥɨɝɢɢ ɢ ɫɟɬɢ ɩɟɪɟɞɚɱɢ ɞɚɧɧɵɯ ɞɥɹ ɨɫɭɳɟɫɬɜɥɟɧɢɹ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɦɟɠɞɭ ɭɱɚɫɬɧɢɤɚɦɢ 
ɨɛɪɚɡɨɜɚɬɟɥɶɧɨɝɨ ɩɪɨɰɟɫɫɚ, ɯɪɚɧɟɧɢɹ ɢ ɨɛɪɚɛɨɬɤɢ ɢɧɮɨɪɦɚɰɢɢ. ɋȾɈ ɫɬɪɨɢɬɫɹ ɧɚ ɛɚɡɟ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ 
ɫɢɫɬɟɦɵ (ɂɋ) ɭɱɟɛɧɨɝɨ ɡɚɜɟɞɟɧɢɹ ɢ ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ ɪɚɫɩɪɟɞɟɥɟɧɧɨɟ, ɝɟɬɟɪɨɝɟɧɧɨɟ ɩɪɢɥɨɠɟɧɢɟ ɫ ɛɚɡɨɣ 
ɞɚɧɧɵɯ ɢ web-ɢɧɬɟɪɮɟɣɫɚɦɢ. Ʉɚɤ ɩɨɤɚɡɚɧɨ ɜ ɪɚɛɨɬɚɯ Д1, 2Ж ɩɨɞɨɛɧɚɹ ɚɪɯɢɬɟɤɬɭɪɚ ɢ ɩɪɢɧɰɢɩ 
ɮɭɧɤɰɢɨɧɢɪɨɜɚɧɢɹ ɩɨɪɨɠɞɚɟɬ ɪɹɞ ɩɪɨɛɥɟɦ ɫɜɹɡɚɧɧɵɯ ɫ ɛɟɡɨɩɚɫɧɨɫɬɶɸ ɫɟɪɜɢɫɨɜ ɋȾɈ, ɚ ɬɚɤɠɟ ɤɚɱɟɫɬɜɨɦ 
ɩɪɟɞɨɫɬɚɜɥɹɟɦɵɯ ɩɨɥɶɡɨɜɚɬɟɥɹɦ ɭɫɥɭɝ. ɇɚɪɭɲɟɧɢɟ ɛɟɡɨɩɚɫɧɨɫɬɢ ɋȾɈ ɜ ɪɟɡɭɥɶɬɚɬɟ ɜɨɡɞɟɣɫɬɜɢɣ ɪɚɡɥɢɱɧɨɣ 
ɩɪɢɪɨɞɵ, ɩɪɢɜɨɞɢɬ ɢ ɤ ɧɚɪɭɲɟɧɢɸ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ (ɂȻ) ɜ ɫɟɝɦɟɧɬɟ ɢɥɢ ɜɫɟɣ ɂɋ ɭɱɟɛɧɨɝɨ 
ɡɚɜɟɞɟɧɢɹ. ȼɵɜɨɞ ɩɨɞɬɜɟɪɠɞɚɟɬɫɹ ɫɬɚɬɢɫɬɢɤɨɣ ɩɪɟɞɫɬɚɜɥɟɧɧɨɣ ɤɨɦɩɚɧɢɟɣ Positive Technologies ɜ 2016 ɝɨɞɭ 
Д5Ж, ɩɨɤɚɡɵɜɚɸɳɟɣ, ɱɬɨ 30% ɜɫɟɯ ɚɬɚɤ ɧɚ ɤɨɪɩɨɪɚɬɢɜɧɵɟ ɪɟɫɭɪɫɵ ɢɞɭɬ ɱɟɪɟɡ web-ɩɪɢɥɨɠɟɧɢɹ, ɱɬɨ ɫɜɹɡɚɧɨ 
ɫ ɜɵɫɨɤɢɦ ɩɪɨɰɟɧɬɨɦ ɤɪɢɬɢɱɟɫɤɢ ɨɩɚɫɧɵɯ ɭɹɡɜɢɦɨɫɬɟɣ web-ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ (70%). ɋɥɟɞɨɜɚɬɟɥɶɧɨ, ɞɥɹ 
ɩɪɟɞɨɬɜɪɚɳɟɧɢɹ ɪɚɡɥɢɱɧɵɯ ɫɰɟɧɚɪɢɟɜ ɧɚɪɭɲɟɧɢɹ ɂȻ, ɤɚɤ ɋȾɈ, ɬɚɤ ɢ ɛɚɡɨɜɨɣ ɂɋ ɭɱɟɛɧɨɝɨ ɡɚɜɟɞɟɧɢɹ, 
ɧɟɨɛɯɨɞɢɦɨ ɨɫɭɳɟɫɬɜɥɹɬɶ ɩɟɪɢɨɞɢɱɟɫɤɢɣ ɤɨɧɬɪɨɥɶ ɧɚɞ ɫɨɫɬɨɹɧɢɟɦ ɡɚɳɢɳɟɧɧɨɫɬɢ ɫɢɫɬɟɦɵ, ɜɵɹɜɥɹɬɶ 
ɩɨɬɟɧɰɢɚɥɶɧɵɟ ɪɢɫɤɢ ɢ ɫɜɨɟɜɪɟɦɟɧɧɨ ɩɪɢɦɟɧɹɬɶ ɦɟɯɚɧɢɡɦɵ ɛɟɡɨɩɚɫɧɨɫɬɢ, ɧɚɩɪɚɜɥɟɧɧɵɟ ɧɚ 
ɩɪɟɞɨɬɜɪɚɳɟɧɢɟ ɭɝɪɨɡ ɢ ɦɢɧɢɦɢɡɚɰɢɸ ɪɢɫɤɨɜ.  

Аɧɚɥɢɡ ɫɢɫɬɟɦ ɞɢɫɬɚɧɰɢɨɧɧɨɝɨ ɨɛɪɚɡɨɜɚɧɢɹ ɜɭɡɚ 
ȼ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ ɫɭɳɟɫɬɜɭɸɬ ɦɧɨɠɟɫɬɜɨ ɋȾɈ ɜɭɡɨɜ. ɗɬɨ ɝɨɬɨɜɵɟ ɩɪɨɝɪɚɦɦɧɵɟ ɩɪɨɞɭɤɬɵ – 

«ɉɪɨɦɟɬɟɣ». «ɋɌ Ʉɭɪɫ», MШШНХО, «ɂɧɬɪɚɡɧɚɧɢɟ», «Ȼɚɬɢɫɮɟɪɚ» ɢ ɫɨɛɫɬɜɟɧɧɵɟ ɪɚɡɪɚɛɨɬɤɢ ɭɱɟɛɧɨɝɨ 
ɡɚɜɟɞɟɧɢɹ – ɉɌɄ «ɍɆɄɚ» ɜ ȼɨɥȽɍ. ɋȾɈ – ɤɨɦɩɥɟɤɫ ɪɚɡɥɢɱɧɵɯ ɩɪɨɝɪɚɦɦɧɵɯ ɩɪɨɞɭɤɬɨɜ ɢ ɪɟɲɟɧɢɣ, ɱɚɫɬɶ 
ɢɡ ɤɨɬɨɪɵɯ ɧɚɯɨɞɢɬɫɹ ɧɚ ɫɟɪɜɟɪɟ, ɱɚɫɬɶ – ɧɚ ɩɟɪɫɨɧɚɥɶɧɵɯ ɤɨɦɩɶɸɬɟɪɚɯ ɭɱɚɳɢɯɫɹ. ȼɡɚɢɦɨɞɟɣɫɬɜɢɟ ɦɟɠɞɭ 
ɧɢɦɢ, ɨɫɧɨɜɚɧɧɨɟ ɧɚ ɩɟɪɟɞɚɱɟ ɞɚɧɧɵɯ, ɩɪɨɢɫɯɨɞɢɬ ɱɟɪɟɡ ɝɥɨɛɚɥɶɧɭɸ ɫɟɬɶ. ȼɫɹ ɢɧɮɨɪɦɚɰɢɹ, ɤɨɬɨɪɚɹ 
ɨɬɧɨɫɢɬɫɹ ɤ ɭɱɟɛɧɨɦɭ ɩɪɨɰɟɫɫɭ, ɯɪɚɧɢɬɫɹ ɧɚ ɫɟɪɜɟɪɟ ɜɭɡɚ.  

ɋȾɈ ɩɨɡɜɨɥɹɸɬ ɪɟɲɚɬɶ ɫɥɟɞɭɸɳɢɟ ɨɫɧɨɜɧɵɟ ɡɚɞɚɱɢ: 
1) ɨɪɝɚɧɢɡɚɰɢɹ ɩɪɨɜɟɪɤɢ ɡɧɚɧɢɣ ɨɛɭɱɚɸɳɢɯɫɹ ɱɟɪɟɡ ɢɧɬɟɪɧɟɬ;
2) ɨɪɝɚɧɢɡɚɰɢɹ ɭɱɟɛɧɨɝɨ ɩɪɨɰɟɫɫɚ ɫ ɪɚɡɥɢɱɧɨɣ ɫɬɟɩɟɧɶɸ ɫɨɨɬɜɟɬɫɬɜɢɹ ɤɥɚɫɫɢɱɟɫɤɨɣ ɦɨɞɟɥɢ

ɭɧɢɜɟɪɫɢɬɟɬɫɤɨɝɨ ɨɛɪɚɡɨɜɚɧɢɹ; 
3) ɫɨɡɞɚɧɢɟ ɦɨɞɟɥɢ ɪɚɫɩɪɟɞɟɥɟɧɧɨɣ ɨɛɪɚɡɨɜɚɬɟɥɶɧɨɣ ɫɟɬɢ.
Ⱦɥɹ ɪɟɲɟɧɢɹ ɨɩɢɫɚɧɧɵɯ ɜɵɲɟ ɮɭɧɤɰɢɣ ɜ ɋȾɈ ɜɵɞɟɥɹɸɬ ɫɥɟɞɭɸɳɢɟ ɜɨɡɦɨɠɧɵɟ ɩɨɞɫɢɫɬɟɦɵ (ɬɚɛɥ. 1). 

Ɍɚɛлɢɰɚ 1 

ɉɨɞɫɢɫɬɟɦɵ ɋȾɈ ɜɭɡɚ 
Table 1 

Subsystems LMS university 

ɉɨɞɫɢɫɬɟɦɚ Ɏɭɧɤɰɢɢ 

Ɋɟɝɢɫɬɪɚɰɢɢ ɉɨɡɜɨɥɹɟɬ ɩɪɨɫɦɚɬɪɢɜɚɬɶ ɫɩɢɫɤɢ ɭɱɟɛɧɵɯ ɤɭɪɫɨɜ, ɩɨɥɭɱɚɬɶ ɩɨɞɪɨɛɧɭɸ ɢɧɮɨɪɦɚɰɢɸ ɩɨ ɤɭɪɫɚɦ ɢ 
ɩɪɨɝɪɚɦɦɚɦ ɨɛɭɱɟɧɢɹ, ɮɨɪɦɢɪɨɜɚɬɶ «ɤɨɪɡɢɧɭ», ɜɜɨɞɢɬɶ ɩɟɪɫɨɧɚɥɶɧɵɟ ɞɚɧɧɵɟ, ɨɬɩɪɚɜɥɹɬɶ ɡɚɤɚɡ ɧɚ 
ɨɛɪɚɛɨɬɤɭ, ɞɥɹ ɜɯɨɞɚ ɜ ɫɢɫɬɟɦɭ ɩɨɥɶɡɨɜɚɬɟɥɢ ɩɪɨɯɨɞɹɬ ɩɪɨɰɟɞɭɪɵ ɢɞɟɧɬɢɮɢɤɚɰɢɢ ɢ 
ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɧɚ ɨɫɧɨɜɟ ɩɚɪɵ – ɥɨɝɢɧ, ɩɚɪɨɥɶ. 

Ȼɢɛɥɢɨɬɟɤɚ ɏɪɚɧɟɧɢɟ ɭɱɟɛɧɵɯ ɦɚɬɟɪɢɚɥɨɜ ɜ ɜɢɞɟ ɮɚɣɥɨɜ, ɪɚɡɝɪɚɧɢɱɟɧɢɟ ɞɨɫɬɭɩɚ ɭɱɚɫɬɧɢɤɨɜ ɭɱɟɛɧɨɝɨ ɩɪɨɰɟɫɫɚ 
ɤ ɤɭɪɫɚɦ ɢ ɮɚɣɥɚɦ, ɫɛɨɪ ɫɬɚɬɢɫɬɢɤɢ. 

ɉɨɞɫɢɫɬɟɦɚ 
ɤɚɥɟɧɞɚɪɧɨɝɨ 
ɩɥɚɧɚ 

ɋɨɡɞɚɧɢɟ ɢ ɪɟɞɚɤɬɢɪɨɜɚɧɢɟ ɩɥɚɧɚ-ɝɪɚɮɢɤɚ ɭɱɟɛɧɨɝɨ ɩɪɨɰɟɫɫɚ ɢ ɦɟɪɨɩɪɢɹɬɢɣ, ɭɫɬɚɧɨɜɤɚ ɨɰɟɧɨɤ 
ɨɛɭɱɚɸɳɢɦɫɹ ɩɨ ɜɵɩɨɥɧɟɧɢɸ ɦɟɪɨɩɪɢɹɬɢɣ ɩɥɚɧɚ-ɝɪɚɮɢɤɚ. 

Ɍɟɫɬɢɪɨɜɚɧɢɟ ɉɪɨɜɟɪɤɚ ɡɧɚɧɢɣ ɨɛɭɱɚɸɳɢɯɫɹ, ɩɪɨɜɟɞɟɧɢɟ ɬɟɫɬɢɪɨɜɚɧɢɹ ɞɥɹ ɫɚɦɨɫɬɨɹɬɟɥɶɧɨɝɨ ɤɨɧɬɪɨɥɹ ɡɧɚɧɢɣ ɢ 
ɩɪɨɜɟɞɟɧɢɟ ɷɤɡɚɦɟɧɚɰɢɨɧɧɨɝɨ ɬɟɫɬɢɪɨɜɚɧɢɹ, ɩɨɞɫɱɟɬ ɨɰɟɧɨɤ ɢ ɧɚɛɪɚɧɧɵɯ ɛɚɥɨɜ, ɮɨɪɦɢɪɨɜɚɧɢɟ 
ɨɬɱɟɬɚ ɨɛ ɭɫɩɟɜɚɟɦɨɫɬɢ ɢ ɩɪɨɯɨɠɞɟɧɢɢ ɤɭɪɫɚ. 

Ɉɛɦɟɧ 
ɢɧɮɨɪɦɚɰɢɟɣ 

Ɉɛɳɟɧɢɟ ɭɱɚɫɬɧɢɤɨɜ ɨɛɪɚɡɨɜɚɬɟɥɶɧɨɝɨ ɩɪɨɰɟɫɫɚ ɩɨɫɪɟɞɫɬɜɨɦ: ɮɨɪɭɦɚ, ɱɚɬɚ, ɩɨɱɬɨɜɵɣ ɪɚɫɫɵɥɤɢ, 
ɨɛɦɟɧɚ ɫɨɨɛɳɟɧɢɹɦɢ, ɞɨɫɤɢ ɨɛɴɹɜɥɟɧɢɣ, ɨɛɦɟɧɚ ɮɚɣɥɚɦɢ 

Ⱥɧɚɥɢɡ ɫɬɪɭɤɬɭɪɵ, ɮɭɧɤɰɢɣ ɢ ɩɨɞɫɢɫɬɟɦ ɋȾɈ ɜɵɞɟɥɢɥ ɢɧɮɨɪɦɚɰɢɨɧɧɵɟ ɚɤɬɢɜɵ: ɩɟɪɫɨɧɚɥɶɧɵɟ 
ɞɚɧɧɵɟ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɚɭɬɟɧɬɢɮɢɤɚɰɢɨɧɧɵɟ ɢ ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɵɟ ɞɚɧɧɵɟ, ɚɜɬɨɪɫɤɢɟ ɭɱɟɛɧɵɟ ɦɚɬɟɪɢɚɥɵ, 



ʝˎ˃ˇ˟ˍˑ ʑ.ʠ., ʐ˃˄ˈːˍˑ ʏ.ʏ., ʏˎˈˍ˔ˋː˃ ʏ.ʏ. ʝ˙ˈːˍ˃ ˊ˃˜ˋ˜ˈːːˑ˔˕ˋ ˔ˋ˔˕ˈˏ˞ 
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ɬɟɫɬɵ ɢ ɤɭɪɫɵ, ɨɰɟɧɨɱɧɵɟ ɜɟɞɨɦɨɫɬɢ, ɫɩɢɫɤɢ ɫɬɭɞɟɧɬɨɜ ɢ ɝɪɭɩɩ, ɫɩɢɫɤɢ ɤɭɪɫɨɜ, ɩɥɚɬɟɠɧɵɟ ɞɚɧɧɵɟ ɢ 
ɞɚɧɧɵɟ ɨ ɩɨɤɭɩɤɟ ɤɭɪɫɨɜ, ɨɛɪɚɡɨɜɚɬɟɥɶɧɵɟ ɦɚɬɟɪɢɚɥɵ, ɮɚɣɥɵ, ɮɨɬɨ, ɢɡɨɛɪɚɠɟɧɢɹ, ɜɢɞɟɨɦɚɬɟɪɢɚɥɵ, 
ɭɱɟɛɧɵɟ ɩɥɚɧɵ, ɫɬɚɧɞɚɪɬɵ, ɢɧɫɬɪɭɤɰɢɢ ɩɨ ɪɚɛɨɬɟ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɜ ɋȾɈ. 

Ⱥɤɬɢɜɵ ɢɦɟɸɬ ɫɜɨɸ ɰɟɧɧɨɫɬɶ, ɭɪɨɜɟɧɶ ɞɨɫɬɭɩɚ, ɱɬɨ ɫɥɟɞɭɟɬ ɭɱɢɬɵɜɚɬɶ ɩɪɢ ɚɧɚɥɢɡɟ ɂȻ ɋȾɈ, 
ɫɨɫɬɚɜɥɟɧɢɢ ɦɨɞɟɥɢ ɚɤɬɭɚɥɶɧɵɯ ɞɥɹ ɋȾɈ ɭɝɪɨɡ ɢ ɨɰɟɧɤɟ ɪɢɫɤɨɜ. 

Ɏɭɧɤɰɢɨɧɚɥɶɧɵɦɢ ɤɨɦɩɨɧɟɧɬɚɦɢ ɋȾɈ ɹɜɥɹɸɬɫɹ: 
1) ɜɟɛ-ɩɪɢɥɨɠɟɧɢɟ – ɜɧɟɲɧɢɣ ɢɧɬɟɪɮɟɣɫ, ɩɪɟɞɧɚɡɧɚɱɟɧɧɵɣ ɞɥɹ ɨɪɝɚɧɢɡɚɰɢɢ ɭɞɚɥɟɧɧɨɝɨ ɞɨɫɬɭɩɚ

ɫɬɭɞɟɧɬɨɜ ɤ ɫɨɞɟɪɠɚɧɢɸ ɭɱɟɛɧɵɯ ɤɭɪɫɨɜ, ɩɪɟɡɟɧɬɚɰɢɹɦ, ɦɭɥɶɬɢɦɟɞɢɣɧɵɦ ɦɚɬɟɪɢɚɥɚɦ, ɬɟɫɬɚɦ ɢ 
ɢɧɬɟɪɚɤɬɢɜɧɨɝɨ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɫ ɩɪɟɩɨɞɚɜɚɬɟɥɟɦ; 

2) ɛɚɡɚ ɞɚɧɧɵɯ, ɜ ɤɨɬɨɪɨɣ ɯɪɚɧɢɬɶɫɹ ɧɚɩɨɥɧɟɧɢɟ ɭɱɟɛɧɵɯ ɤɭɪɫɨɜ, ɪɚɡɦɟɳɚɸɬɫɹ ɨɰɟɧɨɱɧɵɟ ɦɚɬɟɪɢɚɥɵ,
ɷɥɟɤɬɪɨɧɧɵɟ ɭɱɟɛɧɢɤɢ, ɢɧɮɨɪɦɚɰɢɹ ɞɥɹ ɫɬɭɞɟɧɬɨɜ ɢ ɞɚɧɧɵɟ ɨɛ ɭɫɩɟɜɚɟɦɨɫɬɢ; 

3) ɫɟɪɜɟɪ ɋȾɈ, ɹɜɥɹɸɳɢɣɫɹ ɹɞɪɨɦ ɫɢɫɬɟɦɵ ɢ ɨɛɟɫɩɟɱɢɜɚɸɳɢɣ ɨɫɧɨɜɧɵɟ ɮɭɧɤɰɢɨɧɚɥɶɧɵɟ
ɜɨɡɦɨɠɧɨɫɬɢ. 

Ɉɫɧɨɜɧɵɦɢ ɫɭɛɴɟɤɬɚɦɢ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɜ ɋȾɈ ɹɜɥɹɸɬɫɹ ɜɧɭɬɪɟɧɧɟ ɢ ɜɧɟɲɧɢɟ ɩɨɥɶɡɨɜɚɬɟɥɢ, ɤɨɬɨɪɵɯ 
ɦɨɠɧɨ ɪɚɡɞɟɥɢɬɶ ɧɚ ɫɥɟɞɭɸɳɢɟ ɝɪɭɩɩɵ: ɩɪɟɩɨɞɚɜɚɬɟɥɢ ɜɭɡɚ; ɦɟɬɨɞɢɫɬɵ ɜɭɡɚ; ɚɞɦɢɧɢɫɬɪɚɬɨɪɵ, 
ɩɪɨɝɪɚɦɦɢɫɬɵ, ɫɩɟɰɢɚɥɢɫɬɵ ɩɨ ɂȻ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ ɩɨɞɪɚɡɞɟɥɟɧɢɣ ɜɭɡɚ; ɫɬɭɞɟɧɬɵ. 

ȼ ɫɨɨɬɜɟɬɫɬɜɢɢ ɫ ɜɵɞɟɥɟɧɧɵɦɢ ɮɭɧɤɰɢɨɧɚɥɶɧɵɦɢ ɩɨɞɫɢɫɬɟɦɚɦɢ ɢ ɫɭɛɴɟɤɬɚɦɢ ɬɢɩɨɜɨɣ 
ɬɟɯɧɨɥɨɝɢɱɟɫɤɢɣ ɩɪɨɰɟɫɫ ɨɛɪɚɛɨɬɤɢ ɢɧɮɨɪɦɚɰɢɢ ɜ ɋȾɈ ɞɨɩɭɫɬɢɦɨ ɩɪɟɞɫɬɚɜɢɬɶ ɫɥɟɞɭɸɳɢɦ ɨɛɪɚɡɨɦ: 

1) ɩɨɞɤɥɸɱɟɧɢɟ ɩɨɥɶɡɨɜɚɬɟɥɹ ɤ ɜɟɛ-ɫɚɣɬɭ ɋȾɈ;
2) ɩɪɟɞɨɫɬɚɜɥɟɧɢɟ ɩɨɥɶɡɨɜɚɬɟɥɟɦ ɪɟɝɢɫɬɪɚɰɢɨɧɧɵɯ ɞɚɧɧɵɯ ɧɟɨɛɯɨɞɢɦɵɯ ɞɥɹ ɩɪɨɯɨɠɞɟɧɢɹ ɩɪɨɰɟɞɭɪ

ɢɞɟɧɬɢɮɢɤɚɰɢɢ ɢ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɢ ɜɯɨɞɚ ɜ ɥɢɱɧɵɣ ɤɚɛɢɧɟɬ; 
3) ɚɜɬɨɪɢɡɚɰɢɹ ɩɨɥɶɡɨɜɚɬɟɥɹ ɧɚ ɫɟɪɜɟɪɟ ɋȾɈ;
4) ɡɚɩɪɨɫ ɧɚ ɫɟɪɜɟɪ ɋȾɈ ɧɚ ɩɪɟɞɨɫɬɚɜɥɟɧɢɟ ɢɧɮɨɪɦɚɰɢɢ ɢ ɞɨɫɬɭɩɚ ɤ ɪɟɫɭɪɫɚɦ ɤɭɪɫɨɜ ɢ ɩɨɞɫɢɫɬɟɦ

ɋȾɈ; 
5) ɜɜɨɞ, ɦɨɞɢɮɢɤɚɰɢɹ ɢɥɢ ɜɵɜɨɞ ɢɧɮɨɪɦɚɰɢɢ ɨɬɤɪɵɬɨɝɨ ɢ/ɢɥɢ ɨɝɪɚɧɢɱɟɧɧɨɝɨ ɞɨɫɬɭɩɚ;
6) ɩɨɥɭɱɟɧɢɟ ɩɨɥɶɡɨɜɚɬɟɥɟɦ ɡɚɩɪɨɲɟɧɧɨɝɨ ɦɚɬɟɪɢɚɥɚ ɢ ɞɚɧɧɵɯ;
7) ɨɬɤɥɸɱɟɧɢɟ ɩɨɥɶɡɨɜɚɬɟɥɹ ɨɬ ɪɟɫɭɪɫɨɜ ɋȾɈ.
ȼ ɷɬɨɦ ɫɥɭɱɚɟ ɧɚɢɛɨɥɟɟ ɭɹɡɜɢɦɵɦɢ ɫ ɬɨɱɤɢ ɡɪɟɧɢɹ ɂȻ ɛɭɞɭɬ ɩɪɨɰɟɫɫɵ: 
- ɩɟɪɟɞɚɱɢ ɢɞɟɧɬɢɮɢɤɚɰɢɨɧɧɵɯ ɢ ɚɭɬɟɧɬɢɮɢɤɚɰɢɨɧɧɵɯ ɞɚɧɧɵɯ ɩɨɥɶɡɨɜɚɬɟɥɹ ɋȾɈ; 
- ɨɛɦɟɧ ɞɚɧɧɵɦɢ ɦɟɠɞɭ ɛɪɚɭɡɟɪɨɦ ɭɞɚɥɟɧɧɨɝɨ ɩɨɥɶɡɨɜɚɬɟɥɹ ɢ ɜɟɛ-ɫɚɣɬɨɦ ɋȾɈ. 
- ɚɜɬɨɪɢɡɚɰɢɢ ɩɨɥɶɡɨɜɚɬɟɥɹ ɜ ɋȾɈ; 
- ɢɡɜɥɟɱɟɧɢɟ ɢ ɡɚɩɢɫɶ ɞɚɧɧɵɯ ɜ ȻȾ ɋȾɈ ɢ ɂɋ ɜɭɡɚ; 
- ɨɛɦɟɧ ɞɚɧɧɵɦɢ ɦɟɠɞɭ ɫɟɪɜɟɪɨɦ ɋȾɈ ɢ ɫɟɪɜɟɪɨɦ ɂɋ ɜɭɡɚ; 
- ɫɢɫɬɟɦɚ ɨɪɝɚɧɢɡɚɰɢɢ ɩɥɚɬɟɠɟɣ ɢ ɩɨɤɭɩɤɢ ɤɭɪɫɨɜ ɋȾɈ; 
- ɚɞɦɢɧɢɫɬɪɢɪɨɜɚɧɢɟ ɋȾɈ. 
Ⱦɚɧɧɵɣ ɜɵɜɨɞ ɨɛɭɫɥɨɜɥɟɧ ɬɟɦ, ɱɬɨ ɢɦɟɧɧɨ ɜ ɩɪɨɰɟɫɫɟ ɜɵɩɨɥɧɟɧɢɹ ɞɚɧɧɵɯ ɞɟɣɫɬɜɢɣ, ɧɚɢɛɨɥɟɟ 

ɜɟɪɨɹɬɧɚ ɩɨɩɵɬɤɚ ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ ɪɟɚɥɢɡɨɜɚɬɶ ɚɬɚɤɭ ɧɚ ɋȾɈ ɢ ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ ɤ ɟɟ ɪɟɫɭɪɫɚɦ, ɫɟɪɜɢɫɚɦ ɢ 
ɞɚɧɧɵɦ. 

ɂɫɫɥɟɞɨɜɚɧɢɟ ɭɝɪɨɡ ɛɟɡɨɩɚɫɧɨɫɬɢ ɋȾɈ 
Ⱥɧɚɥɢɡ ɨɬɱɟɬɨɜ ɩɨ ɧɚɪɭɲɟɧɢɹɦ ɢ ɢɧɰɢɞɟɧɬɨɜ ɂȻ ɨɬ ɜɟɞɭɳɢɯ ɤɨɦɩɚɧɢɣ ɜ ɨɛɥɚɫɬɢ ɂȻ Д5, 6Ж ɩɨɤɚɡɵɜɚɟɬ, 

ɱɬɨ ɜ 82% ɂɋ ɫɭɳɟɫɬɜɭɟɬ ɜɨɡɦɨɠɧɨɫɬɶ ɩɪɟɨɞɨɥɟɧɢɹ ɫɟɬɟɜɨɝɨ ɩɟɪɢɦɟɬɪɚ ɢ ɇɋȾ ɤ ɪɟɫɭɪɫɚɦ ɢɡ ɜɧɟɲɧɟɣ 
ɫɟɬɢ. ɗɬɨ ɨɫɨɛɟɧɧɨ ɯɚɪɚɤɬɟɪɧɨ ɞɥɹ ɪɚɫɩɪɟɞɟɥɟɧɧɵɯ ɜ ɫɟɬɢ ɫɢɫɬɟɦ, ɤ ɤɨɬɨɪɵɦ ɨɬɧɨɫɢɬɫɹ ɋȾɈ, ɱɚɫɬɶ 
ɚɪɯɢɬɟɤɬɭɪɵ ɤɨɬɨɪɨɣ ɜɵɧɟɫɟɧɚ ɡɚ ɩɟɪɢɦɟɬɪ ɨɫɧɨɜɧɨɣ ɫɟɬɢ ɜɭɡɚ ɢ ɧɚɯɨɞɢɬɫɹ ɜ ɤɪɭɝɥɨɫɭɬɨɱɧɨɦ ɞɨɫɬɭɩɟ 
ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɝɥɨɛɚɥɶɧɨɣ ɫɟɬɢ ɢ ɦɨɠɟɬ ɫɬɚɬɶ ɨɛɴɟɤɬɨɦ ɰɟɥɟɜɵɯ ɚɬɚɤ ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ. ɋɨɝɥɚɫɧɨ Д5Ж 
ɧɚɢɛɨɥɟɟ ɪɚɫɩɪɨɫɬɪɚɧёɧɧɵɦɢ ɫɬɚɥɢ ɚɬɚɤɢ, ɧɚɩɪɚɜɥɟɧɧɵɟ ɧɚ: ɛɪɚɭɡɟɪ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɢ ɜɟɛ-ɩɪɢɥɨɠɟɧɢɹ 
(26%), ɨɬɤɚɡ ɜ ɨɛɫɥɭɠɢɜɚɧɢɢ ɜɟɛ-ɩɪɢɥɨɠɟɧɢɣ ɢ ɫɟɪɜɟɪɨɜ (22%), ɧɚ ɫɢɫɬɟɦɭ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɩɨɥɶɡɨɜɚɬɟɥɟɣ 
(18%), ɤɨɬɨɪɵɟ ɪɟɚɥɢɡɭɸɬɫɹ ɫ ɩɨɦɨɳɶɸ ɜɪɟɞɨɧɨɫɧɨɝɨ ɩɪɨɝɪɚɦɦɧɨɝɨ ɨɛɟɫɩɟɱɟɧɢɹ.  

ɋɨɝɥɚɫɧɨ ɩɪɨɟɤɬɭ ɦɟɬɨɞɢɱɟɫɤɨɝɨ ɞɨɤɭɦɟɧɬɚ ɎɋɌɗɄ ɩɨ ɨɩɪɟɞɟɥɟɧɢɸ ɭɝɪɨɡ ɛɟɡɨɩɚɫɧɨɫɬɢ ɜ ɂɋ Д4Ж 
ɩɪɨɰɟɫɫ ɨɩɪɟɞɟɥɟɧɢɹ ɂȻ ɞɨɥɠɟɧ ɨɯɜɚɬɵɜɚɬɶ ɜɫɟ ɨɛɴɟɤɬɵ ɡɚɳɢɬɵ ɢ ɫɟɝɦɟɧɬɵ ɜ ɥɨɝɢɱɟɫɤɢɯ ɢ ɮɢɡɢɱɟɫɤɢɯ 
ɝɪɚɧɢɰɚɯ ɫɢɫɬɟɦɵ. ɉɨɷɬɨɦɭ ɩɪɢ ɫɨɫɬɚɜɥɟɧɢɢ ɦɨɞɟɥɢ ɭɝɪɨɡ ɋȾɈ, ɩɪɟɞɥɚɝɚɟɬɫɹ ɜɵɞɟɥɢɬɶ ɱɟɬɵɪɟ ɨɫɧɨɜɧɵɯ 
ɫɬɪɭɤɬɭɪɧɵɯ ɷɥɟɦɟɧɬɚ (ɬɚɛɥɢɰɚ 2). 



ʝˎ˃ˇ˟ˍˑ ʑ.ʠ., ʐ˃˄ˈːˍˑ ʏ.ʏ., ʏˎˈˍ˔ˋː˃ ʏ.ʏ. ʝ˙ˈːˍ˃ ˊ˃˜ˋ˜ˈːːˑ˔˕ˋ ˔ˋ˔˕ˈˏ˞ 
ˇˋ˔˕˃ː˙ˋˑːːˑˆˑ ˑ˄˓˃ˊˑ˅˃ːˋя ˅˖ˊ˃ // ʜ˃˖˚ː˞ˌ ˓ˈˊ˖ˎ˟˕˃˕.  

ʗː˗ˑ˓ˏ˃˙ˋˑːː˞ˈ ˕ˈ˘ːˑˎˑˆˋˋ. – ʡ.͸, №ͷ, ͸Ͷͷ7. 
23 

ɂɇɎɈɊɆȺɐɂɈɇɇЫȿ ɌȿɏɇɈɅɈȽɂɂ 

INFORMATION TECHNOLOGIES  

Ɍɚɛлɢɰɚ 2 

Ɇɨɞɟɥɶ ɭɝɪɨɡ ɛɟɡɨɩɚɫɧɨɫɬɢ ɋȾɈ ɜɭɡɚ 

Table 2 

Model security threats university LMS 

ɗɥɟɦɟɧɬ ɋȾɈ ɍɝɪɨɡɚ ɉɨɫɥɟɞɫɬɜɢɹ 

1 ȼɟɛ-ɢɧɬɟɪɮɟɣɫ 
ɋȾɈ 

1) SQL ɢ PHP-ɢɧɴɟɤɰɢɢ;
2) XSS-ɚɬɚɤɢ;
3) ɩɨɞɞɟɥɤɚ ɦɟɠɫɚɣɬɨɜɵɯ ɡɚɩɪɨɫɨɜ ;
4) ɚɬɚɤɢ ɧɚ ɛɪɚɭɡɟɪ;
5) ɭɞɚɥɟɧɧɨɟ ɜɵɩɨɥɧɟɧɢɟ ɤɨɞɚ ɢ ɨɬɤɚɡ ɜ
ɨɛɫɥɭɠɢɜɚɧɢɢ ɫɟɪɜɢɫɨɜ; 
6) ɫɩɚɦ ɪɚɫɫɵɥɤɢ;
7) ɮɢɲɢɧɝ.

ɇɚɪɭɲɟɧɢɟ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɢ, 
ɰɟɥɨɫɬɧɨɫɬɢ ɢ ɞɨɫɬɭɩɧɨɫɬɢ 
ɢɧɮɨɪɦɚɰɢɢ ɢ ɫɟɪɜɢɫɨɜ ɜeɛ-

ɩɪɢɥɨɠɟɧɢɹ ɋȾɈ, ɮɢɧɚɧɫɨɜɵɟ 
ɩɨɬɟɪɢ, ɩɨɬɟɪɢ ɪɟɩɭɬɚɰɢɢ ɜɭɡɚ, 
ɩɪɨɧɢɤɧɨɜɟɧɢɟ ɧɚ ɫɟɪɜɟɪ ɋȾɈ ɢ ɂɋ 
ɜɭɡɚ. 

2 ɋɟɪɜɟɪ ɋȾɈ 1) ɩɟɪɟɛɨɪ ɩɚɪɨɥɟɣ ɢ ɚɬɚɤɢ ɧɚ ɫɢɫɬɟɦɭ
ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɩɨɥɶɡɨɜɚɬɟɥɟɣ; 
2) ɜɵɡɨɜ ɢɫɤɥɸɱɢɬɟɥɶɧɵɯ ɫɢɬɭɚɰɢɣ;
3) ɩɨɜɵɲɟɧɢɟ ɩɪɢɜɢɥɟɝɢɣ;
4) ɨɲɢɛɤɢ ɚɞɦɢɧɢɫɬɪɢɪɨɜɚɧɢɹ;
5) ɫɤɚɧɢɪɨɜɚɧɢɟ ɩɨɪɬɨɜ;
6) DDos ɢ Dos-ɚɬɚɤɢ;
7) ɫɛɨɢ ɢ ɨɬɤɚɡɵ ɩɪɨɝɪɚɦɦɧɨ-ɚɩɩɚɪɚɬɧɵɯ ɫɪɟɞɫɬɜ
ɫɟɪɜɟɪɚ; 
8) ɨɬɤɚɡ ɩɨɞɞɟɪɠɢɜɚɸɳɟɣ ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ.

ɇɚɪɭɲɟɧɢɟ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɢ, 
ɰɟɥɨɫɬɧɨɫɬɢ ɢ ɞɨɫɬɭɩɧɨɫɬɢ 
ɢɧɮɨɪɦɚɰɢɢ, ɩɪɨɧɢɤɧɨɜɟɧɢɟ ɜ ɂɋ 
ɜɭɡɚ, ɩɪɟɪɵɜɚɧɢɟ ɛɢɡɧɟɫ-ɩɪɨɰɟɫɫɨɜ, 
ɧɚɪɭɲɟɧɢɟ ɞɨɫɬɭɩɧɨɫɬɢ ɫɟɪɜɢɫɨɜ. 

3 ȻȾ ɋȾɈ 1) SQL-ɢɧɴɟɤɰɢɢ;
2) ɫɥɭɱɚɣɧɨɟ ɭɞɚɥɟɧɢɟ/ɦɨɞɢɮɢɤɚɰɢɹ ɞɚɧɧɵɯ ɜ ȻȾ ɢ
ɠɭɪɧɚɥɚɯ ɬɪɚɧɡɚɤɰɢɣ ɜ ɪɟɡɭɥɶɬɚɬɟ ɨɲɢɛɨɤ 
ɩɨɥɶɡɨɜɚɬɟɥɟɣ; 
3) ɤɪɚɠɚ ɩɟɪɫɨɧɚɥɶɧɵɯ ɞɚɧɧɵɯ;
4) ɇɋȾ ɤ ȻȾ ɢ ɠɭɪɧɚɥɚɦ ɬɪɚɧɡɚɤɰɢɣ;
5) ɧɚɦɟɪɟɧɧɨɟ ɭɧɢɱɬɨɠɟɧɢɟ ɢ ɦɨɞɢɮɢɤɚɰɢɹ ɞɚɧɧɵɯ;
6) ɭɧɢɱɬɨɠɟɧɢɟ ȻȾ ɜ ɪɟɡɭɥɶɬɚɬɟ ɫɛɨɟ ɢ ɨɬɤɚɡɨɜ
ɬɟɯɧɢɱɟɫɤɢɯ ɫɪɟɞɫɬɜ. 

Ɉɬɤɚɡ ɨɬ ɨɛɹɡɚɬɟɥɶɫɬɜ ɢ ɫɨɜɟɪɲɟɧɧɵɯ 
ɞɟɣɫɬɜɢɣ, 
ɧɚɪɭɲɟɧɢɟ ɚɜɬɨɪɫɤɨɝɨ ɩɪɚɜɚ, 
ɧɚɪɭɲɟɧɢɟ ɰɟɥɨɫɬɧɨɫɬɢ ɢ 
ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɢ.  

4 ɉɨɞɫɢɫɬɟɦɚ 
ɩɥɚɬɟɠɟɣ ɢ 
ɩɨɤɭɩɤɢ 
ɤɭɪɫɨɜ. 

1)ɇɋȾ ɤ ɩɥɚɬёɠɧɵɦ ɞɚɧɧɵɦ;
2) ɦɨɲɟɧɧɢɱɟɫɬɜɨ;
3) ɤɪɚɠɚ ɮɢɧɚɧɫɨɜɵɯ ɫɪɟɞɫɬɜ.

Ɏɢɧɚɧɫɨɜɵɟ ɢ ɪɟɩɭɬɚɰɢɨɧɧɵɟ ɩɨɬɟɪɢ. 

ɉɪɢ ɪɟɚɥɢɡɚɰɢɢ ɰɟɥɟɜɵɯ ɚɬɚɤ, ɡɥɨɭɦɵɲɥɟɧɧɢɤ ɢɫɩɨɥɶɡɭɟɬ Д7Ж: 
- ɭɹɡɜɢɦɨɫɬɢ ɜ ɜɟɛ-ɩɪɢɥɨɠɟɧɢɢ (CMS) ɢ ɫɟɪɜɢɫɚɯ ɋȾɈ; 
- ɭɹɡɜɢɦɨɫɬɢ ɜ ɜɟɛ-ɛɪɚɭɡɟɪɚɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɋȾɈ; 
- ɭɹɡɜɢɦɨɫɬɢ ɜ ɩɪɢɤɥɚɞɧɵɯ ɩɪɨɝɪɚɦɦɚɯ ɢ ɩɥɚɝɢɧɚɯ AНШЛО RОКНОr, AНШЛО FХКsС PХКвОr ɢ OrКМХОJКЯК, 

ɤɨɬɨɪɵɟ ɢɫɩɨɥɶɡɭɸɬɫɹ ɩɪɢ ɜɵɩɨɥɧɟɧɢɢ ɫɤɪɢɩɬɨɜ, ɚ ɬɚɤɠɟ ɱɬɟɧɢɢ ɢ ɡɚɝɪɭɡɤɢ ɞɨɤɭɦɟɧɬɨɜ ɢ ɦɭɥɶɬɢɦɟɞɢɚ 
ɮɚɣɥɨɜ; 

- ɫɥɚɛɵɟ ɩɚɪɨɥɢ ɢ ɧɟɞɨɫɬɚɬɤɢ ɩɪɨɰɟɫɫɚ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɧɚ ɫɟɪɜɟɪɟ ɋȾɈ; 
- ɨɲɢɛɤɢ ɜ ɤɨɧɮɢɝɭɪɢɪɨɜɚɧɢɢ ɢ ɚɞɦɢɧɢɫɬɪɢɪɨɜɚɧɢɢ ɋȾɈ; 
- ɜɪɟɞɨɧɨɫɧɨɟ ɩɪɨɝɪɚɦɦɧɨɟ ɨɛɟɫɩɟɱɟɧɢɟ; 
- ɫɥɚɛɨɫɬɢ ɫɢɫɬɟɦɵ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ ɂɋ ɜɭɡɚ ɢ ɋȾɈ.  
ȼ ɫɪɟɞɧɟɦ ɞɥɹ ɩɨɥɭɱɟɧɢɹ ɞɨɫɬɭɩɚ ɤ ɋȾɈ ɜɧɟɲɧɟɦɭ ɡɥɨɭɦɵɲɥɟɧɧɢɤɭ ɬɪɟɛɭɟɬɫɹ ɢɫɩɨɥɶɡɨɜɚɬɶ ɥɢɲɶ ɞɜɟ 

ɭɹɡɜɢɦɨɫɬɢ. 
ɂɞɟɧɬɢɮɢɰɢɪɨɜɚɧɧɵɟ ɜ ɨɛɳɟɣ ɦɨɞɟɥɢ ɭɝɪɨɡɵ ɛɟɡɨɩɚɫɧɨɫɬɢ ɋȾɈ ɩɨɞɥɟɠɚɬ ɢɫɫɥɟɞɨɜɚɧɢɸ ɧɚ ɩɪɟɞɦɟɬ 

ɚɤɬɭɚɥɶɧɨɫɬɢ ɢ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɩɪɢɦɟɧɟɧɢɹ ɡɚɳɢɬɧɵɯ ɫɪɟɞɫɬɜ ɢ ɦɟɯɚɧɢɡɦɨɜ, ɧɚɩɪɚɜɥɟɧɧɵɯ ɧɚ 
ɛɥɨɤɢɪɨɜɚɧɢɟ ɭɝɪɨɡɵ ɢ ɫɧɢɠɟɧɢɟ ɬɹɠɟɫɬɢ ɟɟ ɩɨɫɥɟɞɫɬɜɢɣ. Ⱦɥɹ ɷɬɨɝɨ ɢɫɫɥɟɞɭɸɬɫɹ ɬɚɤɢɟ ɯɚɪɚɤɬɟɪɢɫɬɢɤɢ 
ɭɝɪɨɡ ɤɚɤ ɜɟɪɨɹɬɧɨɫɬɶ ɪɟɚɥɢɡɚɰɢɢ ɢ ɩɨɬɟɧɰɢɚɥɶɧɵɣ ɭɳɟɪɛ. Ɉɰɟɧɤɚ ɦɨɠɟɬ ɩɪɨɢɡɜɨɞɢɬɶɫɹ ɤɚɤ ɧɚ ɨɫɧɨɜɚɧɢɢ 
ɫɬɚɬɢɫɬɢɱɟɫɤɨɣ ɢɧɮɨɪɦɚɰɢɢ, ɬɚɤ ɢ ɩɨ ɪɟɡɭɥɶɬɚɬɚɦ ɷɤɫɩɟɪɬɧɨɣ ɨɰɟɧɤɢ. 
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Ʉɚɤ ɩɨɤɚɡɵɜɚɟɬ Д8,10Ж ɩɪɢ ɮɨɪɦɢɪɨɜɚɧɢɢ ɷɤɫɩɟɪɬɧɨɣ ɝɪɭɩɩɵ ɩɪɢɜɥɟɤɚɸɬɫɹ ɧɟɫɤɨɥɶɤɨ ɤɚɬɟɝɨɪɢɣ 
ɫɩɟɰɢɚɥɢɫɬɨɜ ɨɬ ɚɧɚɥɢɬɢɤɨɜ, ɫɩɟɰɢɚɥɢɫɬɨɜ ɩɨ ɡɚɳɢɬɟ ɢɧɮɨɪɦɚɰɢɢ, ɪɚɡɪɚɛɨɬɱɢɤɨɜ, ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɢ 
ɪɭɤɨɜɨɞɢɬɟɥɟɣ, ɤɨɬɨɪɵɟ ɨɰɟɧɢɜɚɸɬ ɭɝɪɨɡɵ ɢ ɢɯ ɩɚɪɚɦɟɬɪɵ ɩɨ ɤɨɥɢɱɟɫɬɜɟɧɧɨɣ ɢɥɢ ɤɚɱɟɫɬɜɟɧɧɨɣ ɲɤɚɥɟ, 
ɡɚɬɟɦ ɧɚ ɨɫɧɨɜɚɧɢɢ ɨɰɟɧɨɤ ɮɨɪɦɢɪɭɟɬɫɹ ɢɧɬɟɝɪɚɥɶɧɵɣ ɩɨɤɚɡɚɬɟɥɶ ɤɚɠɞɨɣ ɭɝɪɨɡɵ. ɋɨɨɬɧɨɲɟɧɢɟ ɦɟɠɞɭ 
ɭɳɟɪɛɨɦ, ɜɟɪɨɹɬɧɨɫɬɶɸ ɢɥɢ ɱɚɫɬɨɬɨɣ ɜɨɡɧɢɤɧɨɜɟɧɢɹ ɭɝɪɨɡɵ ɨɩɪɟɞɟɥɹɟɬ ɭɪɨɜɟɧɶ ɪɢɫɤɚ ɨɬ ɪɟɚɥɢɡɚɰɢɢ 
ɭɝɪɨɡɵ, ɢɫɩɨɥɶɡɭɸɳɢɣɫɹ ɩɪɢ ɪɚɧɠɢɪɨɜɚɧɢɢ ɭɝɪɨɡ ɩɨ ɫɬɟɩɟɧɢ ɨɩɚɫɧɨɫɬɢ. ɑɟɦ ɨɩɚɫɧɟɣ ɭɝɪɨɡɚ, ɬɟɦ ɛɨɥɟɟ 
ɚɤɬɭɚɥɶɧɨɣ ɨɧɚ ɹɜɥɹɟɬɫɹ ɞɥɹ ɋȾɈ ɜɭɡɚ. Ɉɰɟɧɤɭ ɚɤɬɭɚɥɶɧɨɫɬɢ ɭɝɪɨɡ ɪɟɤɨɦɟɧɞɭɟɬɫɹ ɩɪɨɜɨɞɢɬɶ ɩɟɪɢɨɞɢɱɟɫɤɢ 
ɧɚ ɜɫɟɯ ɷɬɚɩɚɯ ɠɢɡɧɟɧɧɨɝɨ ɰɢɤɥɚ ɋȾɈ, ɩɨɫɤɨɥɶɤɭ ɢɦɟɧɧɨ ɨɧɚ ɭɤɚɡɵɜɚɟɬ ɧɚɫɤɨɥɶɤɨ ɧɟɨɛɯɨɞɢɦɨ 
ɢɫɩɨɥɶɡɨɜɚɬɶ ɫɪɟɞɫɬɜɚ ɢ ɦɟɯɚɧɢɡɦɵ, ɩɪɨɬɢɜɨɞɟɣɫɬɜɭɸɳɢɟ ɭɝɪɨɡɟ.  

Ⱦɥɹ ɩɪɨɬɢɜɨɞɟɣɫɬɜɢɹ ɭɝɪɨɡɚɦ ɂȻ ɢ ɭɞɟɪɠɚɧɢɹ ɪɢɫɤɨɜ ɜ ɩɪɟɞɟɥɚɯ ɞɨɩɭɫɬɢɦɨɝɨ, ɢɫɩɨɥɶɡɭɸɬɫɹ 
ɪɚɡɥɢɱɧɵɟ ɦɟɯɚɧɢɡɦɵ ɢ ɫɪɟɞɫɬɜɚ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ, ɨɪɝɚɧɢɡɚɰɢɨɧɧɨ-ɩɪɚɜɨɜɨɝɨ, ɬɟɯɧɢɱɟɫɤɨɝɨ ɢ 
ɩɪɨɝɪɚɦɦɧɨɝɨ ɯɚɪɚɤɬɟɪɚ, ɤɨɬɨɪɵɟ ɪɟɚɥɢɡɭɸɬ ɨɛɳɭɸ ɫɬɪɚɬɟɝɢɸ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ ɤɚɤ ɜ ɋȾɈ, ɬɚɤ ɢ ɜ 
ɜɭɡɟ ɜ ɰɟɥɨɦ. ɉɪɢ ɪɟɚɥɢɡɚɰɢɢ ɫɬɪɚɬɟɝɢɢ ɡɚɳɢɬɵ ɋȾɈ ɧɟɨɛɯɨɞɢɦɨ ɭɱɢɬɵɜɚɬɶ ɪɹɞ ɨɫɨɛɟɧɧɨɫɬɟɣ, ɫɜɹɡɚɧɧɵɯ 
ɫ ɩɪɨɰɟɫɫɨɦ ɮɭɧɤɰɢɨɧɢɪɨɜɚɧɢɹ ɋȾɈ ɜɭɡɚ: 

-  ɋȾɈ ɞɨɥɠɧɚ ɛɵɬɶ ɞɨɫɬɭɩɧɚ ɞɥɹ ɩɨɥɶɡɨɜɚɬɟɥɟɣ 24 ɱɚɫɚ 7 ɞɧɟɣ ɜ ɧɟɞɟɥɸ; 
-  ɦɟɠɫɟɬɟɜɵɟ ɷɤɪɚɧɵ ɢ ɩɪɢɦɟɧɟɧɢɟ SSL ɧɟ ɜɫɟɝɞɚ ɨɛɟɫɩɟɱɢɜɚɸɬ ɡɚɳɢɬɭ ɨɬ ɜɡɥɨɦɚ ɋȾɈ ɩɨɫɤɨɥɶɤɭ, 

ɞɨɫɬɭɩ ɤ ɜɟɛ-ɫɚɣɬɭ ɋȾɈ ɢɡ ɜɧɟɲɧɢɯ ɫɟɬɟɣ ɞɨɥɠɟɧ ɛɵɬɶ ɜɫɟɝɞɚ ɨɬɤɪɵɬ; 
-  ɋȾɈ ɱɚɫɬɨ ɢɦɟɟɬ ɩɪɹɦɨɣ ɞɨɫɬɭɩ ɤ ɞɚɧɧɵɦ, ɨɛɪɚɛɚɬɵɜɚɟɦɵɦ ɜ ɂɋ ɜɭɡɚ: ɛɚɡɵ ɞɚɧɧɵɯ, ERP-ɫɢɫɬɟɦɵ, 

ɢɧɮɨɪɦɚɰɢɹ ɨɛ ɢɧɧɨɜɚɰɢɨɧɧɵɯ ɪɚɡɪɚɛɨɬɤɚɯ ɢ ɧɚɭɱɧɨɣ ɞɟɹɬɟɥɶɧɨɫɬɢ ɜɭɡɚ, ɭɱɟɛɧɵɟ ɜɟɞɨɦɨɫɬɢ, 
ɩɟɪɫɨɧɚɥɶɧɵɟ ɞɚɧɧɵɟ; 

-  ɭɡɤɨɧɚɩɪɚɜɥɟɧɧɵɟ ɋȾɈ, ɫɨɛɫɬɜɟɧɧɨɣ ɪɚɡɪɚɛɨɬɤɢ ɜɭɡɚ, ɛɨɥɟɟ ɜɨɫɩɪɢɢɦɱɢɜɵ ɤ ɚɬɚɤɚɦ, ɬɚɤ ɤɚɤ ɨɧɢ ɧɟ 
ɩɨɞɜɟɪɝɚɸɬɫɹ ɬɚɤɨɦɭ ɞɥɢɬɟɥɶɧɨɦɭ ɬɟɫɬɢɪɨɜɚɧɢɸ ɢ ɷɤɫɩɥɭɚɬɚɰɢɢ, ɤɚɤ ɢɡɜɟɫɬɧɵɟ ɤɨɦɦɟɪɱɟɫɤɢɟ ɋȾɈ; 

-  ɬɪɚɞɢɰɢɨɧɧɵɟ ɫɟɬɟɜɵɟ ɫɪɟɞɫɬɜɚ ɡɚɳɢɬɵ ɧɟ ɩɪɟɞɧɚɡɧɚɱɟɧɵ ɞɥɹ ɨɬɪɚɠɟɧɢɹ ɫɩɟɰɢɚɥɢɡɢɪɨɜɚɧɧɵɯ ɚɬɚɤ 
ɧɚ ɜɟɛ-ɩɪɢɥɨɠɟɧɢɹ ɋȾɈ, ɩɨɷɬɨɦɭ ɡɥɨɭɦɵɲɥɟɧɧɢɤɢ ɩɪɢ ɩɨɦɨɳɢ ɛɪɚɭɡɟɪɨɜ ɥɟɝɤɨ ɩɪɨɯɨɞɹɬ ɱɟɪɟɡ ɩɟɪɢɦɟɬɪ 
ɂɋ ɜɭɡɚ ɢ ɩɨɥɭɱɚɸɬ ɞɨɫɬɭɩ ɤ ɜɧɭɬɪɟɧɧɢɦ ɫɢɫɬɟɦɚɦ ɢ ɫɟɪɜɟɪɚɦ; 

-  ɪɭɱɧɨɟ ɨɛɧɚɪɭɠɟɧɢɟ ɢ ɭɫɬɪɚɧɟɧɢɟ ɭɹɡɜɢɦɨɫɬɟɣ ɜ ɋȾɈ ɱɚɫɬɨ ɧɟ ɞɚɟɬ ɩɨɥɨɠɢɬɟɥɶɧɵɯ ɪɟɡɭɥɶɬɚɬɨɜ – 

ɪɚɡɪɚɛɨɬɱɢɤɢ ɦɨɝɭɬ ɧɚɯɨɞɢɬɶ ɢ ɢɫɩɪɚɜɥɹɬɶ ɫɨɬɧɢ ɭɹɡɜɢɦɨɫɬɟɣ ɜ ɤɨɞɟ, ɧɨ ɡɥɨɭɦɵɲɥɟɧɧɢɤɭ ɞɥɹ ɩɪɨɜɟɞɟɧɢɹ 
ɪɟɡɭɥɶɬɚɬɢɜɧɨɣ ɚɬɚɤɢ ɞɨɫɬɚɬɨɱɧɨ ɨɛɧɚɪɭɠɢɬɶ ɜɫɟɝɨ ɨɞɧɭ. 

ɋɥɟɞɨɜɚɬɟɥɶɧɨ, ɨɛɟɫɩɟɱɟɧɢɟ ɡɚɳɢɬɵ ɋȾɈ ɞɨɥɠɧɨ ɨɫɭɳɟɫɬɜɥɹɬɶɫɹ ɧɚ ɪɚɡɥɢɱɧɵɯ ɷɬɚɩɚɯ ɠɢɡɧɟɧɧɨɝɨ 
ɰɢɤɥɚ ɋȾɈ. ɉɨɫɤɨɥɶɤɭ ɞɚɠɟ ɟɫɥɢ ɜ ɩɪɨɝɪɚɦɦɧɨɦ ɤɨɞɟ ɋȾɈ ɭɹɡɜɢɦɨɫɬɟɣ ɧɟɬ, ɧɟɨɛɯɨɞɢɦɚ ɤɨɦɩɥɟɤɫɧɚɹ 
ɡɚɳɢɬɚ, ɭɱɢɬɵɜɚɸɳɚɹ ɧɚɥɢɱɢɟ ɛɚɡɵ ɞɚɧɧɵɯ, ɜɟɛ-ɩɪɢɥɨɠɟɧɢɣ, ɫɟɪɜɟɪɚ ɋȾɈ ɢ ɩɪɨɱɢɯ ɷɥɟɦɟɧɬɨɜ 
ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ ɜɭɡɚ. ȼ ɫɨɨɬɜɟɬɫɬɜɢɢ ɫ ɬɪɟɛɨɜɚɧɢɹɦɢ ɝɨɫɭɞɚɪɫɬɜɟɧɧɵɯ ɫɬɚɧɞɚɪɬɨɜ ɩɨ 
ɡɚɳɢɬɟ ɢɧɮɨɪɦɚɰɢɢ ɜ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ ɫɢɫɬɟɦɚɯ ɢ ɪɟɝɭɥɹɬɨɪɨɜ ɜ ɨɛɥɚɫɬɢ ɂȻ ɡɚɳɢɬɚ ɞɨɥɠɧɚ ɫɬɪɨɢɬɶɫɹ ɩɨ 
ɫɥɟɞɭɸɳɢɦ ɨɫɧɨɜɧɵɦ ɧɚɩɪɚɜɥɟɧɢɹɦ: 

1) ɫɨɫɬɚɜɥɟɧɢɟ ɦɨɞɟɥɟɣ ɚɤɬɭɚɥɶɧɵɯ ɭɝɪɨɡ ɂȻ ɜ ɋȾɈ;
2) ɤɨɧɬɪɨɥɶ ɧɚɞ ɛɟɡɨɩɚɫɧɨɫɬɶɸ ɤɨɞɚ ɢ ɧɚɥɢɱɢɟɦ ɭɹɡɜɢɦɨɫɬɟɣ ɜ ɋȾɈ, ɫɜɨɟɜɪɟɦɟɧɧɨɟ ɨɛɧɨɜɥɟɧɢɟ

ɩɪɨɝɪɚɦɦɧɨɝɨ ɨɛɟɫɩɟɱɟɧɢɹ; 
3) ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɫɩɟɰɢɚɥɢɡɢɪɨɜɚɧɧɵɯ ɫɪɟɞɫɬɜ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ;
4) ɩɪɨɜɟɞɟɧɢɟ ɩɟɪɢɨɞɢɱɟɫɤɨɝɨ ɤɨɧɬɪɨɥɹ ɭɪɨɜɧɹ ɛɟɡɨɩɚɫɧɨɫɬɢ ɋȾɈ ɢ ɜɵɪɚɛɨɬɤɚ ɭɩɪɚɜɥɹɸɳɢɯ

ɪɟɲɟɧɢɣ ɜ ɨɛɥɚɫɬɢ ɂȻ ɜ ɫɥɭɱɚɟ ɧɟɨɛɯɨɞɢɦɨɫɬɢ. 
Ⱦɚɧɧɵɟ ɧɚɩɪɚɜɥɟɧɢɹ ɜ ɡɚɳɢɬɟ ɋȾɈ ɜɭɡɚ ɞɨɥɠɧɵ ɪɟɚɥɢɡɨɜɵɜɚɬɶɫɹ ɜ ɪɚɦɤɚɯ ɟɞɢɧɨɝɨ ɤɨɦɩɥɟɤɫɚ ɦɟɪ ɞɥɹ 

ɨɰɟɧɤɢ ɤɚɱɟɫɬɜɚ ɢ ɷɮɮɟɤɬɢɜɧɨɫɬɢ ɤɨɬɨɪɵɯ ɧɟɨɛɯɨɞɢɦɨ ɩɪɨɜɨɞɢɬɶ ɩɟɪɢɨɞɢɱɟɫɤɢɣ ɦɨɧɢɬɨɪɢɧɝ ɬɟɤɭɳɟɣ 
ɡɚɳɢɳɟɧɧɨɫɬɢ ɋȾɈ, ɤɨɬɨɪɚɹ ɜ ɫɪɚɜɧɟɧɢɢ ɫ «ɷɬɚɥɨɧɧɨɣ», ɰɟɥɟɜɨɣ ɡɚɳɢɳɟɧɧɨɫɬɶɸ, ɛɭɞɟɬ ɢɝɪɚɬɶ ɪɨɥɶ 
ɦɟɬɪɢɤɢ-ɢɧɞɢɤɚɬɨɪɚ ɫɨɫɬɨɹɧɢɹ ɭɪɨɜɧɹ ɨɛɳɟɣ ɛɟɡɨɩɚɫɧɨɫɬɢ ɋȾɈ ɜɭɡɚ. ɉɪɢ ɷɬɨɦ ɱɚɫɬɨɬɚ ɩɪɨɜɟɞɟɧɢɹ 
ɩɨɞɨɛɧɨɣ ɨɰɟɧɤɢ, ɤɚɤ ɩɨɤɚɡɚɧɨ ɜ Д9Ж, ɞɨɥɠɧɚ ɡɚɜɢɫɟɬɶ ɨɬ ɭɪɨɜɧɹ  ɩɨɤɚɡɚɬɟɥɹ ɡɚɳɢɳёɧɧɨɫɬɢ, ɩɨɥɭɱɟɧɧɨɝɨ ɜ 
ɪɟɡɭɥɶɬɚɬɟ ɩɪɟɞɵɞɭɳɟɝɨ ɤɨɧɬɪɨɥɹ, ɱɟɦ ɛɥɢɠɟ ɛɵɥɨ ɡɧɚɱɟɧɢɟ ɩɨɤɚɡɚɬɟɥɹ ɡɚɳɢɳɟɧɧɨɫɬɢ ɤ ɰɟɥɟɜɨɣ 
ɡɚɳɢɳɟɧɧɨɫɬɢ, ɬɟɦ ɛɨɥɶɲɟ ɜɪɟɦɟɧɧɨɣ ɢɧɬɟɪɜɚɥ ɦɟɠɞɭ ɤɨɧɬɪɨɥɶɧɵɦɢ ɨɰɟɧɤɚɦɢ. 

Вɵɛɨɪ ɩɨɞɯɨɞɚ ɤ ɨɰɟɧɤɟ ɡɚɳɢɳɟɧɧɨɫɬɢ ɋȾɈ ɜɭɡɚ 
ȼ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ ɧɚɢɛɨɥɟɟ ɪɚɫɩɪɨɫɬɪɚɧɟɧɧɵɦɢ ɹɜɥɹɸɬɫɹ ɫɥɟɞɭɸɳɢɟ ɩɨɞɯɨɞɵ ɤ ɨɰɟɧɤɟ 

ɡɚɳɢɳɟɧɧɨɫɬɢ ɫɢɫɬɟɦ: ɤɨɥɢɱɟɫɬɜɟɧɧɨ-ɤɚɱɟɫɬɜɟɧɧɚɹ ɨɰɟɧɤɚ ɡɚɳɢɳɟɧɧɨɫɬɢ ɩɨ ɭɪɨɜɧɹɦ ɢ ɤɜɚɥɢɦɟɬɪɢɱɟɫɤɢɦ 
ɲɤɚɥɚɦ, ɨɰɟɧɤɚ ɡɚɳɢɳɟɧɧɨɫɬɢ ɤɚɤ ɜɟɥɢɱɢɧɵ ɩɪɟɞɨɬɜɪɚɳɟɧɧɨɝɨ ɭɳɟɪɛɚ, ɨɰɟɧɤɚ ɡɚɳɢɳɟɧɧɨɫɬɢ ɧɚ ɨɫɧɨɜɟ 



ʝˎ˃ˇ˟ˍˑ ʑ.ʠ., ʐ˃˄ˈːˍˑ ʏ.ʏ., ʏˎˈˍ˔ˋː˃ ʏ.ʏ. ʝ˙ˈːˍ˃ ˊ˃˜ˋ˜ˈːːˑ˔˕ˋ ˔ˋ˔˕ˈˏ˞ 
ˇˋ˔˕˃ː˙ˋˑːːˑˆˑ ˑ˄˓˃ˊˑ˅˃ːˋя ˅˖ˊ˃ // ʜ˃˖˚ː˞ˌ ˓ˈˊ˖ˎ˟˕˃˕.  
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INFORMATION TECHNOLOGIES  

ɧɟɩɪɟɪɵɜɧɨɝɨ ɛɟɬɬɚ-ɪɚɫɩɪɟɞɟɥɟɧɢɹ ɩɥɨɬɧɨɫɬɢ ɜɟɪɨɹɬɧɨɫɬɢ ɭɳɟɪɛɚ, ɨɰɟɧɤɢ ɤɨɥɢɱɟɫɬɜɟɧɧɨɝɨ ɩɨɤɚɡɚɬɟɥɹ 
ɡɚɳɢɳɟɧɧɨɫɬɢ ɧɚ ɨɫɧɨɜɟ ɜɟɪɨɹɬɧɨɫɬɧɨ-ɫɬɚɬɢɫɬɢɱɟɫɤɨɝɨ ɩɨɞɯɨɞɚ, ɨɰɟɧɤɚ ɤɨɥɢɱɟɫɬɜɟɧɧɨɣ ɡɚɳɢɳɟɧɧɨɫɬɢ ɫ 
ɩɨɦɨɳɶɸ ɫɟɬɟɣ ɉɟɬɪɢ, ɨɰɟɧɤɚ ɤɨɥɢɱɟɫɬɜɟɧɧɨɣ ɡɚɳɢɳɟɧɧɨɫɬɢ ɫ ɩɨɦɨɳɶɸ ɝɪɚɮɨɜ ɚɬɚɤ ɢ ɤɨɧɟɱɧɵɯ 
ɚɜɬɨɦɚɬɨɜ, ɦɟɬɨɞɢɤɚ CRAMM, ɦɟɬɨɞɢɤɚ RТsФАКЭМС, ɦɟɬɨɞɢɤɚ ȽɊɂɎ, ɦɟɬɨɞɢɤɚ ɜɟɤɬɨɪɧɨɝɨ ɚɧɚɥɢɡɚ ɂȻ. 

Ʉɚɠɞɵɣ ɩɨɞɯɨɞ ɢɦɟɟɬ ɫɜɨɢ ɞɨɫɬɨɢɧɫɬɜɚ ɢ ɧɟɞɨɫɬɚɬɤɢ, ɫɥɨɠɧɨɫɬɶ ɢ ɨɫɨɛɟɧɧɨɫɬɢ ɪɟɚɥɢɡɚɰɢɢ, ɚ ɬɚɤɠɟ 
ɮɨɪɦɭ ɩɪɟɞɫɬɚɜɥɟɧɢɹ ɩɨɤɚɡɚɬɟɥɹ ɨɛɳɟɣ ɡɚɳɢɳɟɧɧɨɫɬɢ ɫɢɫɬɟɦɵ. ɉɨɷɬɨɦɭ ɞɥɹ ɫɪɚɜɧɢɬɟɥɶɧɨɝɨ ɚɧɚɥɢɡɚ ɢ ɜɵɛɨɪɚ 
ɩɨɞɯɨɞɚ ɤ ɨɰɟɧɤɟ ɡɚɳɢɳɟɧɧɨɫɬɢ, ɛɵɥɚ ɢɫɩɨɥɶɡɨɜɚɧɚ ɤɪɢɬɟɪɢɚɥɶɧɚɹ ɨɰɟɧɤɚ. Ⱦɥɹ ɫɪɚɜɧɟɧɢɹ ɦɟɬɨɞɢɤ 
ɢɫɩɨɥɶɡɨɜɚɥɢɫɶ ɫɥɟɞɭɸɳɢɟ ɱɚɫɬɧɵɟ ɩɨɤɚɡɚɬɟɥɢ ɨɰɟɧɤɢ: 

– ɤɜɚɥɢɮɢɤɚɰɢɹ ɚɭɞɢɬɨɪɚ –     ; 
– ɫɥɨɠɧɨɫɬɶ ɪɟɚɥɢɡɚɰɢɢ     ; 
– ɬɪɭɞɨɟɦɤɨɫɬɶ ɩɪɨɜɟɞɟɧɢɹ ɨɰɟɧɤɢ      ; 
– ɨɬɤɪɵɬɚɹ ɦɟɬɨɞɢɤɚ      ; 
– ɜɨɡɦɨɠɧɨɫɬɶ ɨɛɧɨɜɥɟɧɢɹ      ; 
– ɤɨɥɢɱɟɫɬɜɨ ɜɯɨɞɧɵɯ ɩɚɪɚɦɟɬɪɨɜ      ; 
– ɜɨɡɦɨɠɧɨ ɩɨɥɭɱɟɧɢɟ ɡɧɚɱɟɧɢɣ ɜɯɨɞɧɵɯ ɩɚɪɚɦɟɬɪɨɜ ɧɚ ɩɪɚɤɬɢɤɟ      ; 
– ɭɞɨɛɧɨ ɩɪɢɦɟɧɹɬɶ ɞɥɹ ɪɟɚɥɶɧɵɯ ɫɢɫɬɟɦ      ; 
– ɭɱɢɬɵɜɚɟɬ ɪɚɡɥɢɱɧɵɟ ɜɢɞɵ ɭɝɪɨɡ      ; 
– ɧɚɝɥɹɞɧɨɫɬɶ ɩɪɟɞɫɬɚɜɥɟɧɢɹ ɢɬɨɝɨɜɨɝɨ ɪɟɡɭɥɶɬɚɬɚ ɨɰɟɧɤɢ       . 
Ʉɚɠɞɵɣ ɱɚɫɬɧɵɣ ɩɨɤɚɡɚɬɟɥɶ ɜɵɛɨɪɚ ɩɨɞɯɨɞɚ ɤ ɨɰɟɧɤɟ ɡɚɳɢɳɟɧɧɨɫɬɢ                ɢɦɟɟɬ ɫɜɨɣ ɜɟɫ, 

ɫɭɦɦɚ ɜɟɫɨɜ ɩɨɤɚɡɚɬɟɥɟɣ ɧɨɪɦɢɪɨɜɚɧɚ ɜ ɟɞɢɧɢɰɭ, ɢ ɩɪɢɧɢɦɚɟɬ ɡɧɚɱɟɧɢɹ ɜ ɫɨɨɬɜɟɬɫɬɜɢɢ ɫ ɩɪɚɜɢɥɚɦɢ, 
ɭɤɚɡɚɧɧɵɦɢ ɜ ɬɚɛɥɢɰɟ 3. 

Ɍɚɛлɢɰɚ 3 

ɉɪɚɜɢɥɚ ɪɚɫɱɟɬɚ ɱɚɫɬɧɵɯ ɩɨɤɚɡɚɬɟɥɟɣ ɜɵɛɨɪɚ ɩɨɞɯɨɞɚ ɤ ɨɰɟɧɤɟ ɡɚɳɢɳɟɧɧɨɫɬɢ 

Table 3 

Rules of calculation of particular indicators choice approach to security assessment 

ɑɚɫɬɧɵɣ ɩɨɤɚɡɚɬɟɥɶ ɉɪɚɜɢɥɚ ɜɵɫɬɚɜɥɟɧɢɹ ɡɧɚɱɟɧɢɣ ɱɚɫɬɧɨɝɨ ɩɨɤɚɡɚɬɟɥɹ    МɈ    МɈ  {     лɢ      ɚ       лɢ            лɢ  ɢ  ɚ  

  МɈ ,   МɈ ,   МɈ  МɈ ,   МɈ  
            МɈ  {     лɢ             лɢ           

  МɈ   МɈ  {     лɢ   ɢ   ɚ ɚ          лɢ    ɚ ɚ    ɚ    лɢ   ɢ ɛ л    ɚ ɚ       МɈ   МɈ  МɈ 
        МɈ  {     лɢ  ɢ  ɚ       лɢ            лɢ      ɚ  

Ɂɧɚɱɟɧɢɹ ɩɨɤɚɡɚɬɟɥɟɣ ɢɫɩɨɥɶɡɭɸɬɫɹ ɞɥɹ ɩɨɥɭɱɟɧɢɹ ɢɧɬɟɝɪɚɥɶɧɨɣ ɨɰɟɧɤɢ ɫɦ. ɮɨɪɦɭɥɭ 1.   МɈ ሺ ሻ  ∑    МɈ
 
     ∑   

      

(1) 

ɝɞɟ   – ɜɟɫ, ɜɚɠɧɨɫɬɶ i ɱɚɫɬɧɨɝɨ ɤɪɢɬɟɪɢɹ ɨɰɟɧɤɢ,   МɈ – ɱɚɫɬɧɵɟ ɩɨɤɚɡɚɬɟɥɢ ɨɰɟɧɤɢ ɩɨɞɯɨɞɚ, j – ɩɨɞɯɨɞ ɤ
ɨɰɟɧɤɟ ɡɚɳɢɳɟɧɧɨɫɬɢ ɫɢɫɬɟɦɵ ɢɡ ɫɩɢɫɤɚ ɚɥɶɬɟɪɧɚɬɢɜɧɵɯ ɩɨɞɯɨɞɨɜ J. 

Ɋɟɡɭɥɶɬɚɬɵ ɫɪɚɜɧɟɧɢɹ ɩɨɞɯɨɞɨɜ ɩɪɟɞɫɬɚɜɥɟɧɵ ɜ ɬɚɛɥɢɰɟ 4. ȼɫɟ ɨɰɟɧɤɢ ɜɵɫɬɚɜɥɟɧɵ ɷɤɫɩɟɪɬɧɵɦ 
ɩɭɬɟɦ, ɧɚ ɨɫɧɨɜɟ ɢɧɮɨɪɦɚɰɢɢ ɩɨɥɭɱɟɧɧɨɣ ɢɡ ɢɫɬɨɱɧɢɤɨɜ. ɉɪɢ ɪɚɫɫɬɚɧɨɜɤɟ ɜɟɫɨɜ ɩɨɤɚɡɚɬɟɥɟɣ ɜɵɛɨɪɚ 
ɭɱɢɬɵɜɚɥɢɫɶ ɩɪɟɞɩɨɱɬɟɧɢɹ ɢ ɜɚɠɧɨɫɬɶ ɬɨɝɨ ɢɥɢ ɢɧɨɝɨ ɩɨɤɚɡɚɬɟɥɹ ɜ ɪɚɦɤɚɯ ɞɚɧɧɨɣ ɪɚɛɨɬɵ.



ʝˎ˃ˇ˟ˍˑ ʑ.ʠ., ʐ˃˄ˈːˍˑ ʏ.ʏ., ʏˎˈˍ˔ˋː˃ ʏ.ʏ. ʝ˙ˈːˍ˃ ˊ˃˜ˋ˜ˈːːˑ˔˕ˋ ˔ˋ˔˕ˈˏ˞ 
ˇˋ˔˕˃ː˙ˋˑːːˑˆˑ ˑ˄˓˃ˊˑ˅˃ːˋя ˅˖ˊ˃ // ʜ˃˖˚ː˞ˌ ˓ˈˊ˖ˎ˟˕˃˕.  

ʗː˗ˑ˓ˏ˃˙ˋˑːː˞ˈ ˕ˈ˘ːˑˎˑˆˋˋ. – ʡ.͸, №ͷ, ͸Ͷͷ7. 
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Ɍɚɛлɢɰɚ 4 

Ɋɟɡɭɥɶɬɚɬ ɚɧɚɥɢɡɚ ɩɨɞɯɨɞɨɜ ɤ ɨɰɟɧɤɟ ɡɚɳɢɳɟɧɧɨɫɬɢ 

Table 4 

The result of the analysis of the security assessment methods 

ɉɨɞɯɨɞ ɤ ɨɰɟɧɤɟ 
ɡɚɳɢɳɟɧɧɨɫɬɢ 

 МɈ  МɈ   МɈ   МɈ   МɈ   МɈ   МɈ   МɈ   МɈ    МɈ   МɈ 
ȼɟɫɚ ɩɨɤɚɡɚɬɟɥɟɣ ɜɵɛɨɪɚ   

0,05 0,2 0,1 0,1 0,05 0,05 0,15 0,1 0,1 0,1 

ɩɨ ɭɪɨɜɧɹɦ ɢ 
ɤɜɚɥɢɦɟɬɪɢɱɟɫɤɢɦ 
ɲɤɚɥɚɦ 

1 1 1 1 1 0,5 1 1 1 0,5 0,925 

ɤɚɤ ɜɟɥɢɱɢɧɵ 
ɩɪɟɞɨɬɜɪɚɳɟɧɧɨɝɨ 
ɭɳɟɪɛɚ 

1 1 1 1 1 0 0 1 1 0,5 0,75 

ɧɚ ɨɫɧɨɜɟ ɧɟɩɪɟɪɵɜɧɨɝɨ 
ɛɟɬɬɚ-ɪɚɫɩɪɟɞɟɥɟɧɢɹ 
ɩɥɨɬɧɨɫɬɢ ɜɟɪɨɹɬɧɨɫɬɢ 
ɭɳɟɪɛɚ 

0,5 0,5 1 1 1 0,5 0 1 0 0,5 0,55 

ɫ ɩɨɦɨɳɶɸ ɫɟɬɟɣ ɉɟɬɪɢ 0,5 0 0 1 1 1 1 1 0 1 0,575 

ɫ ɩɨɦɨɳɶɸ ɝɪɚɮɨɜ ɚɬɚɤ 
ɢ ɤɨɧɟɱɧɵɯ ɚɜɬɨɦɚɬɨɜ 

0,5 0 0,5 1 1 1 0 1 1 1 0,575 

ɦɟɬɨɞɢɤɚ CRAMM 1 0,5 0,5 0 0 0,5 1 1 1 1 0,675 

ɦɟɬɨɞɢɤɚ RТsФАКЭch 1 0,5 1 1 0 1 0 1 1 0,5 0,65 

ɦɟɬɨɞɢɤɚ ɜɟɤɬɨɪɧɨɝɨ 
ɚɧɚɥɢɡɚ ɂȻ 

1 1 1 1 1 0,5 0 1 0 0,5 0,675 

ɦɟɬɨɞɢɤɚ ȽɊɂɎ 1 1 1 1 0 0,5 1 1 1 0,5 0,875 

ȼ ɪɟɡɭɥɶɬɚɬɟ ɫɪɚɜɧɢɬɟɥɶɧɨɝɨ ɚɧɚɥɢɡɚ ɩɨɥɭɱɟɧɨ, ɱɬɨ ɧɚɢɥɭɱɲɟɦ ɨɛɪɚɡɨɦ ɞɥɹ ɨɫɧɨɜɵ ɜ ɤɚɱɟɫɬɜɟ ɪɚɡɪɚɛɨɬɤɢ 
ɦɨɞɟɥɢ ɨɰɟɧɤɢ ɋȾɈ ɜɭɡɚ ɩɨɞɯɨɞɹɬ ɤɨɥɢɱɟɫɬɜɟɧɧɨ-ɤɚɱɟɫɬɜɟɧɧɚɹ ɨɰɟɧɤɚ ɡɚɳɢɳɟɧɧɨɫɬɢ ɩɨ ɭɪɨɜɧɹɦ ɢ 
ɤɜɚɥɢɦɟɬɪɢɱɟɫɤɢɦ ɲɤɚɥɚɦ (0,925), ɚ ɬɚɤɠɟ ɨɰɟɧɤɚ ɡɚɳɢɳɟɧɧɨɫɬɢ ɩɨ ɦɟɬɨɞɢɤɢ ȽɊɂɎ (0,875), ɩɨɥɭɱɢɜɲɢɟ 
ɦɚɤɫɢɦɚɥɶɧɵɟ ɡɧɚɱɟɧɢɹ ɨɛɨɛɳɟɧɧɨɝɨ ɩɨɤɚɡɚɬɟɥɹ ɜɵɛɨɪɚ.  

Ɂɚɤɥɸɱɟɧɢɟ 
ɉɪɢ ɪɚɡɪɚɛɨɬɤɟ ɦɨɞɟɥɢ ɨɰɟɧɤɢ ɡɚɳɢɳɟɧɧɨɫɬɢ ɋȾɈ ɧɟɨɛɯɨɞɢɦɨ ɢɫɩɨɥɶɡɨɜɚɬɶ ɤɨɦɛɢɧɢɪɨɜɚɧɧɵɣ 

ɩɨɞɯɨɞ, ɩɨɫɬɪɨɟɧɧɵɣ ɧɚ ɩɪɢɦɟɧɟɧɢɢ ɧɟɫɤɨɥɶɤɢɯ ɦɟɬɨɞɢɤ ɨɰɟɧɤɢ, ɤɨɬɨɪɵɣ ɭɱɢɬɵɜɚɟɬ ɬɪɟɛɨɜɚɧɢɹ 
ɫɬɚɧɞɚɪɬɨɜ ɢ ɜɧɭɬɪɟɧɧɢɯ ɧɨɪɦɚɬɢɜɧɵɯ ɞɨɤɭɦɟɧɬɨɜ ɜɭɡɚ, ɨɛɴɟɤɬɢɜɧɭɸ ɢɧɮɨɪɦɚɰɢɸ ɨ ɧɚɥɢɱɢɟ ɭɝɪɨɡ ɂȻ 
ɋȾɈ ɜɭɡɚ ɢ ɜɵɞɚɟɬ ɪɚɧɠɢɪɨɜɚɧɧɵɣ ɫɩɢɫɨɤ ɪɟɤɨɦɟɧɞɚɰɢɣ, ɤɨɬɨɪɵɟ ɧɟɨɛɯɨɞɢɦɨ ɜɵɩɨɥɧɢɬɶ ɞɥɹ ɩɨɫɬɪɨɟɧɢɹ 
ɷɮɮɟɤɬɢɜɧɨɣ ɢ ɭɞɨɜɥɟɬɜɨɪɹɸɳɟɣ ɬɪɟɛɨɜɚɧɢɹɦ ɫɢɫɬɟɦɵ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ. 
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